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It Won’t
Happen to Me

ome instances in life are deemed ‘It won't happen to me.
Occupational theft is one of them. No one thinks their employees

are stealing from them. But the fact is this happens all the time.
51% of dealers have experienced theft or know someone who has.!

Google ‘dealership employee theft’ and the results are staggering:

e “Car dealership accountant indicted for stealing over $200,000."
e “Former exec accused of $724K theft from dealership.”

¢ “$200,000 embezzlement from car dealership lands woman jail
sentence.”

e “Employee admits to embezzling over $1 million from dealership.”
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Costs of

Occupational |
Theft

ven after those headlines, it's easy to think your dealership won't
be impacted because your employees have been with you for

years or because you're a small business. But you'd be wrong. In
2017, stores with less than 100 employees had an average loss of
$200,000.? Who stole that money? Employees who had been at the
business for five years or longer.?

e Occupational theft accounted for $7 billion in total losses in 2017.2

® 22% of losses were $1 million or more.?
e Average losses were $800,000.2
e 88% of businesses don't get their money back.?

But it isn't just the lost money that affects the dealership...
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The

Emotional
Bell Tolls

tisn't just the stolen money you have to consider. It's the
collateral damage too. The mental and emotional drain on you

and your staff can acutely impact your business, especially if the
theft comes from a trusted person.

“The mental and emotional drain

was the worst part; knowing 1
trusted someone who took

advantage of that trust.”

— Dealer/Owner
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Fraud
Triangle

4% of thieves had a prior fraud conviction.? There are factors you

can look for if you think there might be theft. 85% of fraudsters
displayed at least one behavioral red flag.? Here's how Jane, your
office manager, ended up believing embezzling wasn't an issue:

S ometimes, even the most tenured employees steal. In fact, only

1. Motivation — Incentive or pressure to commit fraud

Jane's husband just had back surgery and wants to retire. Her son
got into a prominent college but with only one person working, how
will they pay for it?

2. Justification — Ability to rationalize or justify fraud

Jane knows the dealership is doing well. In fact, she helped
straighten up the books for the new store you just acquired.

3. Opportunity — Perceived opportunity to get away with fraud

Jane knows you trust her and she’s the only person who can fill
her job responsibilities so no one will find out if she takes a little
extra with her paycheck.

For more information visit www.reyrey.com/detecttheft.
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Fraud Triangle

Factors when an employee decides to commit fraud:

MOTIVATION

Incentive or pressure Py
to commit fraud. P

JUSTIFICATION

Ability to rationalize or
justify the fraud.

2

SYSTEM OPPORTUNITY

Perceived opportunity to get away
with fraud.
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The Fraud Triangle—Behavior

So how does embezzlement actually happen?

What occurs when an employee commits fraud:

CONCEALMENT

She decides to personally
post expenses to a
high-volume account.

CONVERSION

She adds a new vendor
and links it to her
bank account.

She posts bogus invoices to the new vendor.

For more information visit www.reyrey.com/detecttheft.
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Behaviorial Red Flags

29% have financial

difficulties.

0 closely associated
0 with a vendor/

customer

41% 5

means

0 show control issues;
0 not willing to

share job duties.

0/_ refuse to take
6%

vacations

For more information visit www.reyrey.com/detecttheft.
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What Can
Be Done?

here are also anti-fraud interventions to aid in your quest to
reduce the risk of occupational theft.

Internal controls: Your dealership should have processes
in place that deter, not aid in, occupational theft. This includes
everything from switching up job responsibilities to utilizing direct
deposit for payroll checks.

Corporate governance: Along with well-defined processes, your
dealership should have clearly stated rules that all employees are
aware of.

Laws and regulations: Make sure you and your staff know the laws
and penalties surrounding occupational theft.

These anti-fraud efforts will influence how the employee believes
they can get away with theft.

For more information visit www.reyrey.com/detecttheft.
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WeCanHelp 4

ou can’t be everywhere all the time. Even when you have
someone you trust, like Jane, you can't be sure external factors
won't help convince her to embezzle.

Even with a CPA and yearly audits, they won't catch deviations from
your average, historical information. CPAs often don’t even look for
theft because they aren’t familiar enough with your system to catch it.

You need a way to check for potentially suspicious activity efficiently,
even when you aren't there.

For more information visit www.reyrey.com/detecttheft.
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Suspicious
Activity
Monitoring

software to constantly analyze your system for potentially
suspicious activity. The technology required to execute this

type of analysis is only possible by using a single database for every
transaction in your dealership.

Reynolds and Reynolds has the only dealership-wide monitoring

We search a variety of transactions throughout the dealership and if
we find something that deviates from your historical average, we’'ll
send you a notification. You can choose to investigate further or ignore
the activity. We'll also email you monthly reports with suspicious

activity information to give you the opportunity to look into business
processes more thoroughly.

Each screen in your system will also have a warning sign activated so
your employees know you're control conscious.

Don't become another headline. Call your account manager today or email
info@reyrey.com to find out more about Suspicious Activity Monitoring.

For more information visit www.reyrey.com/detecttheft.
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Where
We Got Our
Information

! Fraud Triangle Source: “Dealership Employee Fraud: How It Starts and
What to Do About It” by Randy Domigan, CPA, CFE

2 2017 Report to the Nations, http://www.acfe.com/report-to-the-nations/
2018/docs/2018-RTTN-Key-Findings.pdf

% Fraud Magazine, http://www.fraud-magazine.com/article.
aspx?id=4295002447

For more information visit www.reyrey.com/detecttheft.
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